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Introduction 

These instructions are for a Vigor 2830 Series Router running  version 3.6.7_db_232201. They should work on many 
variants of modern DrayTek routers as the interface and feature are fairly similar, but as usual “your mileage may 
vary”. 

We are using VLAN’s for segregating the home and guest traffic; please note that VLAN’s are fairly good for this, but  
are designed for traffic segregation/management and NOT security. That said; IMHO, if you are choosing to let 
strangers use your network they are probably good enough! 

Usual disclaimers about backing up your configuration before you start, not attempting this unless you know what 
you are doing, and that this is simply a record of how I chose to configure my router; this does not mean it’s right, 
perfect or secure! 

LAN Settings 

Here we are using LAN 1 for our normal home usage (192.168.2.x), with LAN 2 enabled for openwireless.org. 

 

Now click on the [Details Page] for LAN 2. 

The “Guest LAN” is configured as 192.168.4.1 with a subnet mask of 255.255.255.0 

Set the DHCP Server for this LAN for 128 IP Pool Counts, and point the Gateway IP Address to the LAN1 address of 
the router (in this case) 192.168.2.1. 

The Lease Time is set for 8 hours (28800 seconds) and the “Retrieve IP’s from inactive clients” is checked. 
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Next Set the VLANs 

 

We are using VLAN0 and VLAN1 for our internal traffic, with VLAN2 (with a VLAN ID [VID] Tag of 2) being used for the 
openwireless.org traffic. 

We will be using VLAN ID 2 later with a couple of external Access Points, but we are also assigning the routers 
internal wireless SSID4 to VLAN 2 only. 

Bandwidth Limit 

 

Enable the Bandwidth Limit function, and I have mine set to 300M Up and Down for the internal home traffic 
(192.168.2.x) and 200k UP and 800k down (shared) for the guest (openwirless.org) traffic (192.168.4.x). 

You can of course choose to be more or less generous for your guests! 

For your information; 
I am on a Fibre to the 
Cabinet line, resulting in 
measured speed of 
26Mbps Down and 
2Mbps Up. 
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Internal Wireless configuration 
 

 

I am running two additional AP’s on the 2.4GHz (normal) band, and so run my router on the 5GHz band – if this is 
your only AP offering openwireless.org I would suggest you set the Channel to “Mixed 11g + 11n” (2.4GHz) 

Set SSID 4 to openwirelss.org and check the “Isolate Member” box 

On the Security page, set the security for SSID 4 to “disable” 

 

On the Bandwidth Management page, set SSID 4 Upload and download limits to match the limits you set in 
“Bandwidth Management” above – in my case 200k upload and 800k download. 
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Router Management 
 

 

On the Management Page, I would recommend to disable LAN access control from LAN2, LAN3 and LAN4 so the 
router can only be configured from a station on your home LAN (LAN1). 

 

Backup 

Finally backup your configuration. 
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Setting remote AP’s 

 

 

I use two TP-Link AP’s to provide extra coverage on the 2.4GHz band; but the concept is the same for most brands 
out on the market. 

Set the Operation Mode to “Multi-SSID” and then define an SSID (with no security) as openwireless.org with a VLAN 
ID of 2. 

Set your internal / home SSID(s) with a VLAN ID of 1. 

 

Verification 
 
Connect to each AP in turn, ensuring that; 

 Connecting to your home SSID you are allocated an address of 192.168.2.x, and; 
Running a speed-test you get full throughput 
 

 Connecting to the SSID openwireless.org you are allocated an address of 192.168.4.x, and; 
Running a speed-test you get the throttled throughput you defined 
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Final thought 

I use OpenDNS with my router, pointing the DNS Server IP Address to OpenDNS which then allows me to block the 
site I consider inappropriate – it’s not perfect and can be bypassed by manually setting an alternate DNS server, but 
affords a little protection – of course your guests on openwireless.org are subject to the same restrictions as your 
home users and vice-versa. 

 

Also set the security categories; 

 

Feedback 
Thoughts and comments to webmaster (at) beaconsfield-urc (dot) org 


